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Status 

1 )K Responsive to communication(s) filed on 28 March 2007 (RCE) , 
2a)n This action is FINAL. 2b)^ This action is non-final. 

3) 0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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5) n Claim(s) is/are allowed. 
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?)□ Claim(s) is/are objected to. 

8) 0 Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) n The specification is objected to by the Examiner. 

10)0 The drawing(s) filed on is/are: 3)0 accepted or b)^ objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). . 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
11 )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 
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DETAILED ACTION 

1 . Applicant's submission for RCE filed on March 28, 2007 has been entered. 

2. Claims 1.2, 4-6, 8-15, 18-22 and 24 are pending. 

Claim Rejections - 35 use § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1, 5, 9, 13, 14, 21, 22 and 24 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Riemers (US Patent No. 6,615,242) and in view of Hurst et al 
(US Patent No. 6.996,845). 

As per claim 1 , Riemers teaches: 

intercepting said message before any content of said message is processed by said 
server [Fig.1], the message including the information for constructing the query that 
includes information entered by a user directly incorporated therein [Fig. 1, col. 2 lines 
30-31]; examining said message to determine if it contains one or more unauthorized 
elements [Fig. 1, col. 2 lines 31-37, col. 3 lines 1-13], the examining comprising: 
receiving an identification of an execution program set to be used to process said 
message received [col. 3 lines 13-20, Fig. 1]; retrieving an identification of message 
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associated with said execution program set [col. 3 lines 25-39, 56-67]; examining said 
message received by said server [Fig. 1, col. 3 lines 56-67, col. 4 lines 1-13]; 
determining if said message received by said server contains an unauthorized element 
in relation to the corresponding message type for said message received; if it is 
determined that said message contains an unauthorized element preventing said 
message received from being processed by said server; if it is determined that said 
message does not contain an unauthorized element allowing said message received to 
be processed by said server [Fig. 1 , col. 5 lines 20-27]. 

Riemers teaches retrieving the URLs in the message and scoring the message based 
upon the predetermined strings in the messages [col. 4 lines 14-18, col. 5 lines 1-15]. 
Riemers doesn't expressively mention that retrieving an identification of all message 
types associated with said execution program set. 

Hurst teaches retrieving an identification of all message types associated with said 
execution program set [col. 3 lines 62-67, col. 4 lines 1-13, 17-36]; examining said 
message received by said server in relation to said message types associated with said 
execution program set [col. 3 lines 62-67, col. 4 lines 1-13, col. 6 lines 10-49]. Further, 
Hurst teaches the information for constructing the query that includes information 
entered by a user directly incorporated therein [col. 7 lines 5-12]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Hurst with Riemers, since one would have been 
motivated to provide computer security and prevent the attack in computer network 
[Hurst, col. 1 lines 8-10, col. 2 line"4]. 
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As per claim 5 . it encompasses limitations that are similar to limitations of claim 1. Thus, 
it is rejected with the same rationale applied against claim 1 above. 

As per claim 9 , the rejection of claim 8 is incorporated and further Riemers. teaches: 
if it is determined that said message received does not contain an unauthorized 
element, allowing said message received to be processed by said serve [col. 5 lines 20- 
23]. 

As per claim 13 . it is an apparatus claim corresponds to a method claim 1 and is 
rejected for the same reason set forth in the rejection of claim 1 above. 

As per claim 14 . the rejection of claim 13 is incorporated and Riemers teaches: 
network server comprises an Internet network server and said message is received over 
the Internet by said server from a user [Fig. 1]. 

As per claim 21 . the rejection of claim 1 is incorporated and Riemers teaches: 
the message types are chosen from the group consisting of: single token; string; 
multiple tokens without keywords: OR, UNION and SEMI-COLON; multiple tokens 
without keywords: UNION and SEMI-COLON; multiple tokens without keywords: SEMI- 
COLON; and multiple tokens without restriction [col. 3 lines 18-24]. 
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Further, Hurst teaches the message types are chosen from the group consisting of: 
single token; string,.,, [coL 4 lines 3-36, col. 6 lines 1 1-49]. 

As per claim 22 . the rejection of claim 5 is incorporated and is rejected for the same 
reason set forth in the rejection of claim 21 above. 

As per claim 24 , the rejection of claim 1 is incorporated and Riemers teaches the 
message including the information for constructing the query that includes information 
entered by a user directly incorporated therein [Fig. 1, col. 3 lines 1-2, 19-24]. 
Hurst teaches the query includes an entirety of the information entered by the user [col. 
7 lines 5-12]. 

4. Claims 2, 4, 6, 8 and 15 are. rejected under 35 U.S.C. 103(a) as being 
unpatentable over Riemers (US Patent No. 6,615,242) in view of Hurst et al (US Patent 
No. 6,996,845) and in view of Tarbotton et al (US Patent No. 6,757,830). 

As per claim 2 . the rejection of claim 1 is incorporated and Riemers teaches if it is 
determined that said message received contains an unauthorized element, preventing 
said message received from being processed by said server, and causing an error 
notification to be sent [col. 5 lines 23-33]. Riemers doesn't expressively mention an 
error notification to be sent to said user. 

Tarbotton teaches an error notification to be sent to said user [col. 6 lines 49-53]. 
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Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Tarbotton with Riemers and Hurst, since one would 
have been motivated to provide message anti-virus computer systems for scanning the 
received messages to detect the unauthorized content (Tarbotton, col. 1 lines 31-33]. 

As per claim 4 . the rejection of claim 1 is incorporated and is rejected for the same 
reason set forth in the rejection of claim 2 above. 

As per claim 6 . the rejection of claim 5 is incorporated and is rejected for the same 
reason set forth in the rejection of claim 2 above. 

As per claim 8 . the rejection of claim 5 is incorporated and is rejected for the same 
reason set forth in the rejection of claim 2 above. 

As per claim 15 . the rejection of claim 13 is incorporated and is rejected for the same 
reason set forth in the rejection of claim 2 above. 

5. Claims 10-12 and 18-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Riemers (US Patent No. 6,615,242) in view of Hurst et al (US Patent 
No. 6,996,845) and in view, of Van Andel et al (US Patent No. 6,314,456). 
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As per claim 10 . the rejection of claim 1 is incorporated and Van Andel teaches the 
message comprising a name value pair [col. 4 lines 5-8]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Van Andel with Riemers and Hurst, since one would 
have been motivated to provide computer security and prevent the attack in computer 
network [Hurst, col. 1 lines 8-10, col. 2 line 4]. 

As per claim 11 . the rejection of claim 10 is incorporated and further Riemers teaches: 
said element comprises one or more of the following items: an instruction, a command, 
a character, a parameter, a token, or a string of any of said previous items [col. 3 lines 
56-58, col, 4 lines 14-18]. 

As per claim 12 . the rejection of claim 1 1 is incorporated and further Hurst teaches: 
said element is interpretable as an instruction or command by said server [col. 7 lines 9- 
12]. . 



As per claim 18 , the rejection of claim 13 is incorporated and Van Andel teaches: 

said message comprises a name-value pair and said element is contained by said 

name-value pair [col. 4 lines 5-18]. 
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As per claim 19 . the rejection of claim 18 is incorporated and it is an apparatus claim 
corresponds to a method claim 1 1 and is rejected for the same reason set forth in the 
rejection of claim 1 1 above. 

As per claim 20 . the rejection of claim 19 is incorporated and it is an apparatus claim 
corresponds to a method claim 12 and is rejected for the same . reason set forth in the 
rejection of claim 12 above. 

Response to Amendment 

6. Applicant has amended claims 1, 5 and 13 which necessitated new ground of 
rejection. See rejection above. 
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Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Annau et al (US 6804662) ™ IVIethod and apparatus for query and analysis 

Ratanaraj et al (US 6185567) — Authenticated access to Internet based research and 

data services 

Jammes et al (US 6484149) — System and method for viewing product information, 

and methods for generating web pages. 

Brandow et al (US 6938041) Java-based data access object 

Reshef et al (US 6584569) --- System for determining web application vulnerabilities 

Li et al (US 6591266) — System and method for intelligent caching and refresh of 

dynamically generated and static web content 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nirav Patel whose telephone number is 571-272-5936. 
The examiner can normally be reached on 8 am - 4:30 pm (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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